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1
Decision/action requested

This contribution proposes the key issue of AKMA roaming.
2
References

 [1] S3i-200477 Regulatory LI compliance of AKMA
3
Rationale

The roaming aspects of AKMA have been discussed at the previous SA3 meetings with no conclusion. One major issue is about the roaming architecture for AKMA, specifically, whether the current AKMA architecture is able to support roaming UEs to use AKMA services. Besides, as per S3i-200477[1], SA3 was asked to make sure the AKMA solutions comply with regulatory requirements. According to S3i-200477, SA3 may need to consider to develop a logical network function that can be included within service function chains (both in the HPLMN and VPLMN) to support LI access to communications while allowing encryption to be maintained except at that function. This contribution proposes a key issue to study the corresponding solutions.
4
Detailed proposal
********************Start of 1st Change******************
5
Key issues


5.X
Key Issue #X: Support of Roaming UEs using AKMA
5.X.1
Key issue details
AKMA is a HPLMN provided service allowing UE to securely exchange data with an application server.  The roaming aspects of AKMA has not yet been specified in TS 33.535. If the UE is roaming to the VPLMN, in order for the UE to continuously communicate with the application server securely, the AKMA service should ensure its availability for roaming UEs. 

Due to the different regulations in the world, operators in different parts of the world may be subject to some regulations with respect to providing key material to third parties. Since AKMA facilitates the end to end protection between the UE and the application that may be outside of the operator domain, there may be restrictions by regulators in some regions. Therefore, support of roaming UEs using AKMA should consider the regulatory compliance solutions.
5.X.2
Security threats
Not applicable.
5.X.3
Potential security requirements
The AKMA architecture shall support roaming UEs to use AKMA services.
AKMA service shall be made to comply with the serving network’s regulations. 
********************End of 1st Change******************
